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Introducing Today's Project!

In this project, we will demonstrate how to set up a three-tier web app from
scratch! We'll start with the presentation tier, then set up the logic tier and
finally set up the data tier before tying them all together.

Tools and concepts

Services we used were Amazon S3, CloudFront, DynamoDB, Lambda, API
Gateway. Key concepts we learnt include Lambda functions, CORS errors,
updating the Javascript file with the API Invoke URL, and testing the invoke URL
within the browser

Project reflection

This project took me approximately 2.5 hours including demo time. The most
challenging part was resolving the CORS errors in both APl Gateway and
Lambda. It was most rewarding to see the final outcome - data getting returned
in our web app!

We dis this project today to learn about the three-tier architecture and set up
our own web app. This project absolutely met our goals and we could see a
fully functioning web app by the end.
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Presentation tier

For the presentation tier, we will set up how our website will be displayed and
available to our end users. This is because the presentation tier is responsible
for storing our website's files (Amazon S3) + website distribution (Amazon
CloudFront).

We accessed our delivered website by visiting the CloudFront distribution's
URL. This URL works because we also set up an origin access control that lets
our S3 bucket restrict access to only our CloudFront distribution.

User Information

‘EnterUserID ’ ‘ Get User Data ’
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Logic tier

For the logic tier, we will set up a Lambda function to handle requests (e.g. look
up userld to return some user data) and also an API with APl Gateway to
receive requests from the user and hand it over to Lambda.

The Lambda function retrieves data by looking up a userld (that the user enters
over the web app) in DynamoDB. The AWS SDK is used in the function code so
we can use templates and libraries that lets us find the correct DynamoDB table
+ request data.

= Lambda > Functions > RetrieveUserData ® o
Code source info Upload from v @
O RetrieveUserData DL 0 08B
EXPLORER index.mjs X o -
> RETRIEVEUSERDATA index.mjs > @ handler

v DEPLOY

o
&

import { DynamoDBClient } from "@aws-sdk/client-dynamodb";
import { DynamoDBDocumentClient, GetCommand } from "@aws-sdk/lib-dynamodb";

2
3
4
5 const ddbClient = new DynamoDBClient({ region: 'us-west-1' });
6 const ddb = DynamoDBDocumentClient.from(ddbClient);

7

8

async function handler(event) {

(m] 9 const userId = event.queryStringParameters.userId; Amazon Q Tip 1/3: Start tyyq
BD 10 const params = {
\/ TEST EVENTS [NONE SELECTED] 1 TableName: 'UserData’,
& —+ Create new test event 12 Key: { userId }
13 }
14
15 try { (O Deployment successful

16 const command = new GetCo
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Data tier

For the data tier, we will set up a DynamoDB database that stores user data. At
the moment, there is no user data for us to return to our web app's users. The
data in our database will get returned once we set up DynamoDB and connect
it with Lambda.

The partition key for our DynamoDB table is userld. This means that when our
table looks up user data, it will look it up based on userld. Then, it can return all
data (values) related to the item with that ID.

= DynamoDB > Explore items: UserData > Create item

Create item

You can add, remove, or edit the attributes of an item. You can nest attributes inside

Attributes @ View DynamoDB JSON

[ 1
2v  "userId": {
3 "st.o "1
4 }’
5v  "name": {
6 "S": "Test User"
7 }’
8v "email": {
9 "S": "test@example.com"
10 }

1 3}
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Logic and Data tier

Once all three layers of our three-tier architecture are set up, the next step is to
connect the presentation and logic tier. This is because currently there is no
way for our API to catch requests that users make through our distributed site!

To test our API, we visited the Invoke URL of the prod stage API. This let us test
whether we can use the APl and retrieve user data. The results were some user
data in JSON when we looked up userld=1. This proved a logic+ data tier
connection.

ssssss t-1. Q@ % G Vv O | @ Relaunchtoupdate §

Pretty print (]

{"email":"test@example.com","name":"Test User","userId":"1"}
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Console Errors

The error in my distributed site was because there was an error within script.js
(one of the website files | had uploaded into S3). The script.js file is referencing
an prod stage API URL placeholder and not my API's actual URL.

To resolve the error, we updated script.js by replacing some placeholder text
with the API's prod stage Invoke URL. We then reuploaded script.js into S3
because the S3 bucket is still storing the last uploaded version (i.e. with the
error).

We ran into a second error after updating script.js. This was an error on the
browser side with CORS because API Gateway, by default, is only configured to
allow requests from users directly runing its Invoke URL in the browser (not with
CloudFront).

ik [D Elements  Console  Sources  Network  Performance > Q5 A1 & : X
M @ topv © Y Filter 1lssue: B 1 4 hidden €83
» = 9 messag @ » Failed to fetch inject-content-scripts.js:5

— chrome-extension://aeblfdkhhhdcdjpifhhbdiojplfjncoa/inline/injected.js,
> @ 6 user me... Import failed 3 times. Final error: crypto.randomUUID is not a function
> ® 5 errors © GET http://d3tvqgj7m48eu6.cloudfront.net/favicon.ico 403 /favicon.ico:1 @&

) (Forbidden)
/\ No warnin... .
€ Access to fetch at ' d3tvggj7m48eu6.cloudfront.net/:1

> @ 4 info https://hzmec6pm4b.execute—api.us-west-1.amazonaws.com/prod/users?userId=1"

from origin 'http://d3tvqgj7m48eu6.cloudfront.net' has been blocked by CORS
policy: No 'Access-Control-Allow-0Origin' header is present on the requested
resource. If an opaque response serves your needs, set the request's mode to
'no-cors' to fetch the resource with CORS disabled.

Q »GET script.js:9 @
https://hzmec6pmdb.execute—api.us—west-1.amazonaws.com/prod/users?userId=1
net::ERR_FAILED 200 (0K)

@ » Failed to fetch user data: TypeError: Failed to fetch script.js:19 o*
at fetchUserData (script.js:9:32) ¥
at HTMLButtonElement.onclick ((index):13:43)

{F No verbose
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Resolving CORS Errors

To resolve the CORS error, we first went into our API (in API Gateway) and
enabled CORS on the /users resource. We then made sure GET requests are
enabled, and referenced our CloudFront domain as the domain getting access.

We also updated our Lambda function code because it needs to be able to
return CORS headers to show that it has the permission to invoke the API's URL
and return a response. We added 'Access-Control-Allow-Origin' as a header in
the response.

= Lambda > Functions > RetrieveUserData ® e
Code source info Upload from ¥ @
<« O RetrieveUserData [ A==
EXPLORER index.mjs X m --

> RETRIEVEUSERDATA index.mjs > ...

\OEHI

v DEPLOY 8 async function handler(event) {
29 return {
30 statusCode: 404,
31 headers: {
'> 32 'Content-Type': 'applicat.it.)n/j son',
o3 33 'Access—-Control-Allow-Origin': 'http://d3tvqgj7m48eu6.cloudfront.ne
34 }
B:]D 35 body: JSON.stringify({ message: "No user data found" })
36 ;
\/ TEST EVENTS [SELECTED: (UNSA... 37 } !
& + Create new test event 38 } catch (err) {
v $ Unsaved test events 39 console.error("Unable to retrieve data:", err);

40 return {
(Unsavecijiestiovent 41 statusCode: 500,

42 headers: {
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Fixed Solution

We verified the fixed connection between API Gateway and CloudFront by
looking up user data in the distributed site again. In our final test, user data
could be returned - so a user request in the presentation tier gets data from the
data tier.

) (Mn.m., 43tvagi7maseus.cloudiront.net @ GoogleLens @ &) G Y O | @ (Relamchioupdsts :

User Information

"email": "test@example.com",
"name": "Test User",
"userId": "1"

1 ’ ‘ Get User Data
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